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W hat 1s Restricted
Data?

Special category data under GDPR (Managing
personally identifable data should be BAU?)

Data defined as sensitive/secret/restricted by the
data owner

Definition usually risk-based

UoM has 3 categories: Unrestricted, Restricted and
Highly Restricted




What is Research?
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What is Restricted Data Research?




Research Data Management
_ifecycle
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NHS lost track of 1.8m patient records in a
year with sensitive information found in
public bin and for sale on the internet

« The total is the equivalent of nearly 5,000 records going missing every day
« Error saw details of terminally ill patients were faxed to the wrong number
« Fines totalling £1million levied against NHS bodies in the last six months
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NHS chiefs in climbdown
over sharing patient data

Plan on hold after protests over conﬁdemiallty
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Our work with Citizens Juries

* Citizens Jury: Comprehensive public
engagement process that allows decision
makers to hear thoughtful input from an
informed microcosm of the public

e Two juries (18 jurors each) met separately
over 3 days

 Jury charge: “Should the NHS be allowed
to create anonymised copies of patient
records for secondary use?”

Tully et al., J Med Internet Res.
2018;20(3):e112.
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‘ DeepMind Health

Home  Azoul Working wihaur Peciners  Fer Patients  Dals & Sscurly  Trs

open
mﬁf‘s‘me Helping clinicians get
patients from test to
treatment, faster

How It Warks

Knowledge & opinion  Projects & services | Events | Global nework directory

The Open Data Institute works witn
companies and governments to buid an
open, trustworthy data ecosystem, wnere
people can make better decisions using data
and manage its harmful impacts.

About the ODI

Knowledge & opinion

Raports, cuidos and the lateet nowe, for a variety of topice and sactors

Projects & services

Soo what wo co, read abou: some o’ cur provio.c 5coces Slorics

Events

Find upcoming talks, workshops and training courses

Global network directory

Find and contact experts ‘rom with the ODI and from cur wider network




Current UoM Solutions

UoM Services o - .o
 Research IT Data Safe =9

Haven

* CHI Trustworthy
Research Environmelt

ervice



Project S
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RESEARCH LIFECYCLE DEVELOP NEW SERVICE TO PROVIDE SIMPLIFIED
PROJECT EXTEND/ENHANCE ACCESS AND INFORMATION
EXISTING CAPABILITY FOR RESEARCHERS



Standards and Legislation

 [SO27001 (I1SO27017, 1SO0270187?)

* NCSC - CyberEssentials (+)

UK Gov 2016 14 Principles of Cloud

* GDPR

* Research ethics

* NHS Digital - 1IG Toolkit, Cloud guidance
* Data classification

* HIPAA



Data Challenges

* Classification of Types - Challenge of selecting
appropriate classification (and avoiding over-
/under-classification

* Define limitations of use - VM, physically secure,
derived data, research object extraction

* Risks - Balance of risk vs business opportunity &
need, value for researchers, protection University
reputation, maintaining competitiveness (HPC
access/data access)



Data Re-use and Discovery

* FAIR
* Findable
e Accessible
* Interoperable
* Reusable



Risk Management vs Classification

Do likely
attackers include
sophisticated, well
resourced and determined
threat, such as highly capable,
serious and organised
crime groups and
state actors?

Would disclosure
pose a substantial threat
to the personal safety, health
or security of the data
subjects?

Start: Have
identified data as
Highly Restricted

0 Tier 2

This is a simplified
version of the full
flowchart developed Yes
by the Turing Institute +
to support design
decisions for secure,
Yes Tier 4

data intensive
research projects

Arenas, Diego, et al. "Design choices for productive, secure, data-intensive research at scale in the
cloud.” arXiv preprint arXiv:1908.08737 (2019).



Turing Institute Proposal

Turing
Classification

University
Classification

Risk (Reputation,

legal, commercial,

Examples

Tier 0

Tier 1

Tier 2

Tier 3

Tier 4

Unrestricted

Unrestricted

Restricted

Highly Restricted

Highly Restricted

No risk if accessed by non-
authorised actor

Low risk if accessed by non-
authorised actor

Medium risk if accessed by non-
authorised actor.

High risk if accessed by non-
authorised actor, low-medium
risk of attack

High risk if accessed by non-
authorised actor, high risk of
attack

Public dataset, published paper

Research output intended for
publication, non-personal
research data

CPRD data extract, low-risk
commercial in confidence data,
low-risk IP

Detailed but anonymised hospital
data, politically sensitive data,
personal data where low risk of
harm to the data subject

Highly sensitive data, e.g. nuclear
or pharmaceutical industry,
personal data where high risk of
harm to the data subject, e.g.
refugee data.



Current activity

 Safepod!

* Business Analysts completed interviews across all
faculties - 50+ interviews

e Questionnaire completed online - 83 respondents
* Threat modelling activity

* Ongoing meetings with potential suppliers

e Turing framework

* Board scope meeting - SWOT

* Proof of Concepts

e Business Case for December 2019 Board in
development



Project S Key Features

A management platform to enable Research IT to easily manage, audit and develop
the platform for research projects

Secure Virtual Research Environments using template scripts to enable solutions to
be quickly set up with appropriate controls and monitoring. These environments can
be made available to researchers who are working on data with a variety of tools
and options, from a basic Jupyter notebook to a virtual machine with access to
enhanced compute, such as GPUs.

Secure Virtual Service Environments, also predominately scripted, to support the
flow of data from external sources, such as public facing websites and devices, and
manage the cohort dataset through the provisioning of secure VREs.



Highly Restricted Data
Management Platform
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Benefits

* Transparency of costs

* More consistent controls

* Better compliance and visibility of risk

e Updates and management of software

* Access to variety of compute and storage
* Collaboration opportunities



