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W hat is Restricted 

Data?

• Special category data under GDPR (Managing 

personally identifable data should be BAU?) 

• Data defined as sensitive/secret/restricted by the 

data owner 

• Definition usually risk-based  

• UoM has 3 categories: Unrestricted, Restricted and 

Highly Restricted



What is Research?



What is Restricted Data Research?



Research Data Management 
Lifecycle







• Citizens Jury: Comprehensive public 
engagement process that allows decision 
makers to hear thoughtful input from an 
informed microcosm of the public 

• Two juries (18 jurors each) met separately 
over 3 days

• Jury charge: “Should the NHS be allowed 
to create anonymised copies of patient 
records for secondary use?”

Tully et al., J Med Internet Res. 

2018;20(3):e112. 

Our work with Citizens Juries



What the jurors said



?



Current UoM Solutions

• Research IT Data Safe 
Haven

• CHI Trustworthy 
Research Environment



Project S

RESEARCH LIFECYCLE 
PROJECT

DEVELOP NEW SERVICE TO 
EXTEND/ENHANCE 

EXISTING CAPABILITY

PROVIDE SIMPLIFIED 
ACCESS AND INFORMATION 

FOR RESEARCHERS



Standards and Legislation

• ISO27001 (ISO27017, ISO27018?)

• NCSC - CyberEssentials (+)

• UK Gov 2016 14 Principles of Cloud

• GDPR

• Research ethics

• NHS Digital - IG Toolkit, Cloud guidance

• Data classification

• HIPAA



Data Challenges

• Classification of Types - Challenge of selecting 
appropriate classification (and avoiding over-
/under-classification

• Define limitations of use - VM, physically secure, 
derived data, research object extraction

• Risks - Balance of risk vs business opportunity & 
need, value for researchers, protection University 
reputation, maintaining competitiveness (HPC 
access/data access)



Data Re-use and Discovery

• FAIR
• Findable
• Accessible
• Interoperable
• Reusable



Risk Management vs Classification

Arenas, Diego, et al. "Design choices for productive, secure, data-intensive research at scale in the 

cloud." arXiv preprint arXiv:1908.08737 (2019).



Turing Institute Proposal



Current activity

• Safepod!
• Business Analysts completed interviews across all 

faculties - 50+ interviews
• Questionnaire completed online - 83 respondents
• Threat modelling activity
• Ongoing meetings with potential suppliers
• Turing framework 
• Board scope meeting - SWOT
• Proof of Concepts
• Business Case for December 2019 Board in 

development



Project S Key Features

A management platform to enable Research IT to easily manage, audit and develop 
the platform for research projects

Secure Virtual Research Environments using template scripts to enable solutions to 
be quickly set up with appropriate controls and monitoring. These environments can 
be made available to researchers who are working on data with a variety of tools 
and options, from a basic Jupyter notebook to a virtual machine with access to 
enhanced compute, such as GPUs. 

Secure Virtual Service Environments, also predominately scripted, to support the 
flow of data from external sources, such as public facing websites and devices, and 
manage the cohort dataset through the provisioning of secure VREs.



Highly Restricted Data 
Management Platform



Benefits

• Transparency of costs

• More consistent controls

• Better compliance and visibility of risk

• Updates and management of software

• Access to variety of compute and storage

• Collaboration opportunities


